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Introduction 

The rapid growth of the internet and of electronic technologies has opened up a world of exciting opportunities for many children and young people. In their daily lives the use of the internet and digital technologies represent a seamless extension of the physical world. Their emotional lives and their development are bound up in the use of these technologies. In contrast to many adults for whom these technologies are additional tools to be used for specific tasks, many of today’s children do not even notice they are using these technologies. As online content, social networks and instant messaging converge with mobile technology to produce lives that are always ‘on’, any line that may have existed between being online and offline is disintegrating. 
Through the internet and mobile technology it is possible for young people to have access to almost unlimited information worldwide, to be entertained with films and music and, through social networking sites to contact and socialise with other young people. However alongside the benefits there are also risks, and while most young people are very competent in using these technologies, their knowledge and understanding of the risks is often very low. 

The risks to children and young people are various: being exposed to inappropriate content; being groomed by someone who wants to abuse them; being bullied on line or via mobile technology; blackmailed; of having their identity stolen; and of being the subject of fraud. Children and young people need to be protected from these risks and they need to be helped to develop the skills to keep themselves safe when they are on line. 
This offers us a challenge. We can no longer consider the well being of children and young people without their relationship to technology. We can no longer safeguard them without addressing the dangers that lurk in the online environment.
Local Safeguarding Children Boards have a statutory duty to safeguard and promote the welfare of children in their locality. If we accept the challenge of the digital world then the responsibilities that come with this duty must include the development of strategies for safeguarding children in the on-line environment. 

This document sets out the Blackpool Safeguarding Children Board’s (BSCB) response to this challenge and our strategic direction for the next three years. 

Position Statement 

“Swimming pools can be dangerous for children. To protect them, one can install locks, put up fences and deploy pool alarms. All of these measures are helpful, but by far the most important thing that one can do for one’s children is teach them to swim.” 

‘Youth, Pornography and the Internet’ National Research Council USA 2002 
This metaphor has been used for a long time to demonstrate that when thinking of esafety we cannot rely simply on technological solutions. More recently we have found it necessary to extend this metaphor. We teach our children to swim not just to prevent them from drowning but also for the pleasure they may get from it and the benefits it brings to their health. Similarly, Blackpool SCB believes that we must teach children to ‘swim’ in the online world not only to ensure their safety but also to enable them to improve their emotional health and their enjoyment of the world. Esafety is always about balancing opportunities with risks and we believe as firmly in maximizing opportunities as in minimizing risks. Blackpool SCB believes that in order to maximize the opportunities within this environment, whilst concurrently minimizing the risks, we must encourage children and young people to develop as responsible online citizens. Such citizens will recognise their responsibility to keep themselves and their peers safe online, but they will also recognise the responsibility they have to present themselves as positive role models. It is only through the development of a sense of online responsibility that we can ensure the safety and well being of today’s children and young people. 
Aims

The aim of the E-Safety Strategy is to provide all children and young people in Blackpool with a safe electronic environment where they can learn, explore, socialise and enjoy themselves.
BSCB aims to encourage and develop the safe use of digital and mobile technologies through the education not only of children and young people but also adults who work with Blackpool’s young people. The key aims which define BSCBs e-safety responsibilities require the Board and its member agencies to work in partnership in a pan-Blackpool approach to: 

1 Understand the benefits and risks associated with digital technologies (now and as they emerge)

2 Be aware of the specific needs and issues in Blackpool

3 Apply appropriate actions to manage and minimise the risks/issues

4 Establish clear and current reporting and referral processes to deal with incidents

5 Publish the approved e-safety strategy and action plan as an integral part of the BSCB Business Plan

6 Monitor the impact of the e-safety strategy

Principles 

i) “E Safety” is principally a safeguarding issue and not simply a technological issue. 

ii) The “E Safety” strategy should be mainstreamed across policies and procedures in all partner agencies.

Definition – What is e-safety?
Throughout the term “E Safety online” is used to refer to all fixed and mobile technologies which children and young people (and parents) might encounter, now and in the future, which allows them access to content and communications that could raise issues, or pose risks to their well-being and safety. 

e-Safety is about positive behaviours when using digital and mobile technologies.  Safeguarding children and young people in a digital world is all about educating them about the effective and safe use of these technologies. Technology is part of our everyday life and every adult has a duty of care to ensure that they are themselves informed and able to stay safe as well as ensuring the children and young people in their care know how to stay safe too.  

Understanding the opportunities and benefits that new technologies bring has to be equally balanced with an appreciation of the issues and risks. Managing and mitigating risk is best managed through a combined approach to policies and procedures, infrastructure and education, underpinned by standards and inspection.  

e-Safety is just one aspect of a much wider safeguarding agenda within the UK, under the banner of Every Child Matters: Change for Children’. Those with responsibility for the development and delivery of e-safety policies should embed their work within the wider safeguarding agenda, and work across services to ensure that they are delivering the best possible opportunities for the children and young people in their care.

Categorisation of e-Safety Issues and Risks

The issues and risks relating to new technologies are all about behaviours. In ‘The Report of the Byron Review’, Dr. Byron refers to the categorisations of behaviours rather than explicitly naming all of the various common web 2.0 technologies, like social networking, chat rooms, gaming, etc. Children and young people can have access to the internet anywhere and at any time with mobile technology.  The age at which children are carrying mobile phones is getting younger all the time. It is therefore the understanding of what risks there are with any digital technologies that helps us to provide a means of managing and mitigating these.

Content, Contact and Conduct are now considered to be the recognised terms when expressing risk groupings associated with e-safety.  
Content:  eg, where the child/person unintentionally has access to content that is inappropriate and where perhaps using a search engine returns information that is misleading

Contact:  eg, where the child/person is unwittingly a participant in perhaps a chat room, being persuaded to give out personal information and opening up the opportunity for being bullied or groomed

Conduct:  eg, where the child/person is behaving inappropriately online, or being the instigator of bullying, pretending to be someone else, or illegally downloading and sharing files

A matrix showing the above risk groupings can be found in Appendix A.
Model for Managing e-Safety Risks and Issues

Having identified the key risks and issues associated with e-safety it is clear that the next step is to apply a model of risk management and mitigation.

Using the PIES model (Policies, Infrastructure, Education and Standards) that is now an integral part of national e-safety guidance (Becta), this provides a method of checking and evaluating what exists currently across Children’s Services, agencies and partners, and helps to identify what needs to be put in place for all children and young people to stay safe online.

Fig 1 PIES model for limiting e-safety risks 
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Priorities

We have agreed a set of four strategic priorities informed by the PIES model (figure 1). 

The four priorities are: 
1. Policies - Enable all member agencies to respond appropriately to incidents as well as to respond to risks posed to children and young people by their increased use of ICT
All of the E-Safety strategy needs to have a foundation of agreed policies that direct agencies, professionals, parents and young people in the safe use of the internet. These policies must include: Acceptable use policies; Internet filtering policies; Procedure for reporting incidents including an incident flow chart. These will need to be interpreted into E-Safety policies that can be applied to schools and other agencies. 

2. Education - Raise awareness and understanding of esafety issues amongst children and young people; parents and carers; and all member agencies 

Technical measures alone will not keep children and young people safe .There will need to be a comprehensive education and training for professionals, parents and young people to learn about the risks of the internet and about the behaviours that are needed to stay safe online. This will be centred on schools in the main, but not exclusively, and will provide training/information sessions to teachers and other professionals, parents and to children and young people.
3. Infrastructure - Improve safety of children and young people’s access to the internet 

Access to the internet needs to be through equipment and connections that will allow for a good level of protection, filtering, and professional/parental control. This strategy will establish what the standard should be and how agencies and individual families can enable this. 
4. Inspection and Standards - Monitor esafety arrangements and incidents in the borough 

Once measures are put in place it will be necessary to monitor their effectiveness and be prepared to alter and update them as changes emerge in the internet. This will happen via the E-Safety Working Group initially. 

Strategic Objectives

BSCB has agreed a set of objectives which have been informed by the PIES model (above).

Policies, Procedures and Practices

Key Objectives:

· To ensure that member agencies and partners of BSCB (as well as other settings in which children and young people access the internet and other digital and mobile technologies) have in place policies, procedures and practices that enable children and young people to use the internet and digital/mobile technologies safely

· To ensure that member agencies and partners of BSCB (as well as other settings in which children and young people access the internet and other digital/mobile technologies) have in place policies, procedures and practices that enable all staff and volunteers to use the internet and digital and mobile technologies professionally and appropriately

· To specifically progress the policy guidance to all schools using national, regional and Blackpool exemplars

· To ensure that BSCB’s strategies for managing child protection incidents include aspects relating to e-safety

· To regularly review and update all BSCB policies, procedures and practices relating to e-safety

Infrastructure and Technology
Key Objectives:

· To ensure that member agencies and partners of the BSCB have a set of robust principles, practices and guidance about safe internet provision that take into account national standards on system and data security, filtering, monitoring and the accreditation of software/suppliers

· To develop and disseminate good practice and information to other providers/suppliers of internet and digital/mobile technologies in Blackpool so that children and young people are encouraged to use the internet safely and responsibly

· To develop a mechanism that will bring together experts in ICT and related technologies and also practitioners with a statutory duty to safeguard children to consider new and emerging technologies and their trends, and to disseminate good practice as quickly as possible to agencies providing services to children, young people and their families

· To maximise the use of key infrastructures such as Blackpool’s learning platform for education as a core method for ensuring safe and effective use of technology

· To review and assess the appropriateness of applying software monitoring/forensics not only to schools but across Corporate services and other organisations separately accessing the internet

Education, Training and Information
Key Objectives:

· To develop a BSCB wide e-safety training programme that embeds e-safety in basic training and induction

· To develop an education and training strategy that will ensure the provision of education to children and young people, which promotes safe and responsible use of the internet and other digital technologies

· To develop a strategy that will meet the immediate needs of the children’s workforce, including volunteers, with a view to raising their awareness of e-safety and how it relates to their professional role and duty of care in safeguarding children and young people

· To develop and encourage an awareness campaign for parents and key stakeholders on how to maximise the opportunities and minimise the risks of the internet and digital/mobile technologies

Standards, Inspection and Monitoring

Key Objectives:

· To identify if a common e-safety monitoring dataset, which member agencies can report on, is feasible and how to progress/implement this

· To develop an internet safety reporting and referral mechanism for all member agencies and partners to use that is inclusive of the Internet Watch Foundation (IWF), the Child Exploitation Online Protection Centre (CEOP), and the Police procedures

· In conjunction with various forums for children and young people, to develop a strategy for consulting and collating their views and opinions on the safeguarding policies related to e-safety 

· To develop a number of themed audits that identify the extent to which e-safety is embedded as part of the safeguarding responsibilities of member agencies and partners of the BSCB
Local Structure – e-Safety across Blackpool

The Blackpool SCB e-Safety sub-group was established in 2009.  A formal proposal to BSCB in January 2011 established the formal recognition of the e-Safety sub-group, the need for a Board member to chair meetings and for an e-Safety Strategy to be agreed.  Membership (see Appendix B) of the sub-group is drawn from across the key stakeholder agencies and partners reflecting the range of concerns and necessary areas of action.
The implementation of the action plan will be monitored by the E-Safety Sub Group  who will report to Blackpool Safeguarding Children Board (BSCB). Monitoring of the implementation will take place each month for the first year and then at intervals agreed by BSCB.

Appendix A
In ‘The Report of the Byron Review’, Dr. Byron refers to this classification of e-safety risk (as structured by the EU Kids Online Project in 2007):

	
	Commercial
	Aggressive
	Sexual
	Values

	Content (child as recipient)
	Adverts

Spam

Sponsorship

Personal info
	Violent/hateful content
	Pornographic or unwelcome sexual content
	Bias 

Racist

Misleading info or advice

	Contact (child as participant)
	Tracking

Harvesting personal info
	Being bullied, harassed or stalked
	Meeting strangers

Being groomed
	Self-harm

Unwelcome persuasions

	Conduct (child as actor)
	Illegal downloading

Hacking

Gambling

Financial scams

Terrorism
	Bullying or harassing another
	Creating and uploading inappropriate material
	Providing misleading info/advice


Although the grid has been defined in terms of ‘child’ use, it is just as relevant to everyone who uses digital and mobile technologies.
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Appendix B

E- SAFETY SUBGROUP - Terms of Reference 
The BSCB e-safety sub-committee terms of reference were agreed as follows: 

· To build on the work of Becta, the Home Office and CEOP in raising awareness about the safe use of information communication technologies by children. 
· To take a lead role in the development and delivery of training and education programmes (including linking with CEOP) 
· To devise an overarching e-safety strategy which forms the basis for other agency strategies. 
· To support all agencies involved in the safeguarding of children in developing policies, procedures and strategies related to e-safety. 
· To ensure that BSCB monitors that individual strategies are in place 
Governance 
Blackpool Safeguarding Children Board (BSCB) meets on 5 occasions during each year. The E Safety sub-group will report its activities and progress at each Board meeting, and will be accountable to the Board for its functioning and performance. 

The E Safety sub-group will work in collaboration with the Training Sub-Group to develop expertise and multi agency training, as part of its overall training programme. The E Safety sub-group will work in collaboration with the Performance and Quality Sub Group to develop a meaningful data set and a mechanism for auditing the effectiveness of agencies embedded E safety practice into all aspects of its culture. There will be cross membership of each of these sub groups, and where necessary professionals from agencies will be co-opted to support the delivery of work plans of the e-safety sub-group. 
Frequency of Meetings 
The E Safety sub-group will meet at a frequency consistent with delivering its work plans. This is likely to be at least 8 times during the first year. 

Membership 
The agencies who will contribute resources in kind through attendance at the E Safety sub group will be as follows: 

i) Blackpool Probation Service 
ii) Lancashire Police (Awaken)
iii) Blackpool Council Corporate ICT 
iv) Blackpool Council Corporate Training Services

v) Education Children Services 
vi) Children’s Social Care

vii) Further Education Representative 
viii) Schools Representative

ix) Youth Services 
x) Voluntary sector representatives
xi) Health representative
The membership of the group will evolve over time and may request representation from other agencies within the BSCB. A register of attendance will be kept in order to monitor contributions and support from partner agencies. 
